
 

Program 

Monday, July 10, 2017 
17:00 - 20:00 
REGISTRATION  

20:00 
DINNER (at hotel) 

Tuesday, July 11, 2017  
09:00 - 09:15 
OPENING ADDRESS 

09:15 - 11:00  
LECTURE I 

 On the Security and Scalability of PoW-based Blockchains  
Ghassan Karame (NEC Research Laboratories Europe) 

11:00 - 11:30 
COFFEE BREAK 

11:30 - 12:30 
PhD WORKSHOP: SESSION I  

12:30 – 14:00 
LUNCH 

13:45 – 15:00 
LECTURE II 

 Secure Global Computations, the Case of SQL Aggregates  
Benjamin Nguyen (INSA Centre Val de Loire) 

15:45 - 16:15 
COFFEE BREAK 

16:15 - 17:30 
PhD WORKSHOP: SESSION II  

17:30  
Free Time Activities 

19:00 
DINNER (at Landhaus Restaurant – across the hotel entrance) 



 

Wednesday, July 12, 2017  
09:00 - 10:45 
LECTURE III 

 Verifying Differential Privacy in Concurrent Systems 
Catuscia Palamidessi (INRIA Saclay) 

10:45 - 11:15 
COFFEE BREAK 

11:15 - 12:30 
PhD WORKSHOP: SESSION III 

12:30 - 14:00 
LUNCH 

14:00 - 15:00 
LECTURE IV 

 Toward a more Tactful Networking 
Aline Carneiro Viana (INRIA Saclay) 

15:00  
Free Time Activities 

17:30  
DINNER (at Café Wichtig) 

19:25  
Optional activity: Boat Tour (Lampionrundfahrt – meeting in hotel lobby at 19:10) 

  



 

Thursday, July 13, 2017  
09:00 - 10:00 
LECTURE V 

 Never Trust Your Graphics Card! 
Mark Silberstein (Technion – Israel Institute of Technology) 

10:00 - 10:30 
COFFEE BREAK 

10:30 - 12:15 
LECTURE VI 

 Analyzing Information Diffusion in Social Media 
Peter Fischer (University of Freiburg) 

12:15 - 13:45 
LUNCH 

13:45 - 15:15 
PhD WORKSHOP: SESSION IV 

15:15 
Free Time Activities 

16:30 
Golf and BBQ (meeting in hotel lobby at 16:15) 

Friday, July 14, 2017 
09:00 - 10:00 
LECTURE VII 

 Efficient OS Services for SGX Enclaves  
Mark Silberstein (Technion – Israel Institute of Technology) 

10:00 - 10:30 
COFFEE BREAK 

10:30 - 12:00 
LECTURE VIII 

 Mechanisms for QoS-Aware Cloud Infrastructures 
Andrey Brito (Universidade Federal de Campina Grande) 

12:00  
CLOSING WORDS  

12:10  

LUNCH 

 



 

Summary of Lectures 

Lecture I - Trends in Scalable Stream Processing: Parallelism & 
Programmability  (Tuesday, July 11 – 9:15) 

Ghassan Karame (NEC Research Laboratories Europe) 

The blockchain emerges as an innovative tool which can change the way we see a 
number of online applications today. In this tutorial, we overview, detail, and analyze 
the security provisions of Proof of Work (PoW)-based blockchains - effectively 
capturing recently reported attacks and threats in the system. Our contributions go 
beyond the mere analysis of reported vulnerabilities on PoW; namely, we describe 
and evaluate a number of countermeasures to deter threats on the system - some of 
which have already been incorporated in the system. Given the increasing number of 
alternative blockchain proposals, this lecture extracts the basic security lessons learnt 
from existing PoW-based deployments with the aim to foster better designs and 
analysis of next-generation secure blockchain currencies and technologies. 

Lecture II - Machine Learning Techniques for Preventing the 
Global Malware Dissemination  (Tuesday, July 11 – 13:45) 

Benjamin Nguyen (INSA Centre Val de Loire) 

Current applications, from complex sensor systems (e.g. quantified self) to online e-
markets acquire vast quantities of personal information which usually end-up on 
central servers where they are exposed to prying eyes. Conversely, decentralized 
architectures helping individuals keep full control of their data, complexify global 
treatments and queries, impeding the development of innovative services. In this 
presentation, we will show how to reconcile individual's privacy on one side and 
global benefits for the community and business perspectives on the other side. We 
promote the idea of pushing the security to secure hardware devices controlling the 
data at the place of their acquisition. Thanks to these tangible physical elements of 
trust, secure distributed querying protocols can reestablish the capacity to perform 
global computations, such as SQL aggregates, without revealing any sensitive 
information to central servers. 

In this presentation, we will show how to secure the execution of such queries in the 
presence of honest-but-curious and malicious attackers. We will also discuss how the 
resulting querying protocols can be integrated in a concrete decentralized 
architecture. Cost models and experiments on SQL/AA, our distributed prototype 
running on real tamper-resistant hardware, demonstrate that this approach can scale 
to nationwide applications. 



 

Lecture III - Verifying Differential Privacy in Concurrent Systems 
 (Wednesday, July 12 – 09:00) 

Catuscia Palamidessi (INRIA Saclay) 

Differential Privacy (DP) is one of the most successful approaches to prevent 
disclosure of private information in statistical databases. It provides a formal privacy 
guarantee, ensuring that sensitive information relative to individuals cannot be easily 
inferred by disclosing answers to aggregate queries. If two databases are adjacent, i.e. 
differ only for the value of an individual's data, then the query should not allow to tell 
them apart by more than a certain factor. This induces a bound also on the 
distinguishability of two generic databases, which is determined by their distance on 
the Hamming graph of the adjacency relation. Recently, we have proposed a 
generalized version of DP that can be applied to arbitrary metric domains, by 
expressing the indistinguishability requirement in terms of a bound on the given 
distance. 

In this talk, we consider the problem of verifying that two probabilistic concurrent 
processes that differ for the value of a secret satisfy (generalized) DP, i.e., they give 
raise to observable traces whose distance does not exceed the required bound. To this 
purpose, we consider an extension of the Bisimulation Metrics based on the 
Kantorovich distance. However, the standard Kantorovich lifting is additive, while DP 
is multiplicative. We therefore explore a generalized notion of Kantorovich lifting, 
suitable for arbitrary metric domains, and therefore also for the generalized DP. We 
show that the standard results extend smoothly to the generalized case, and that a 
bound on the generalized bisimulation distance is also a bound for the distance on 
traces, which guarantees the soundness of the method for proving DP. Finally, we 
explore a Hennessy-Milner-like logical characterization of our bisimulation distance, 
and we show how it can be used for reasoning about DP. 

 

 

 

 



 

Lecture IV - Toward a More Tactful Networking                              
     (Wednesday, July 12 – 14:00) 

Aline Carneiro Viana (INRIA Saclay) 

The urbanization worldwide is bringing a variety of challenges to any city and in 
particular, to the telecommunications networks. In order to manage the complexity of 
the urban smart environment of tomorrow, the understanding of human behavior has 
to become part integrant of networking system/protocol/service design. This brings 
the idea of a more personalized networking. Networking (protocols, systems, 
services) had for years being impersonalized from the point of view of "who and how" 
are the users, and centered on the needs of networking actors (operators, providers, 
or protocols). Thus, networks have been usually designed to adapt to network 
conditions (e.g., physical link conditions, topology changes) and are protocol or 
service specific (e.g., successful delivery of messages, geographical network 
coverage). Hence, they were very often oblivious to users behavior and current needs. 

This is now over. Human beings behind a smart device or a vehicle (electric and/or 
smart) can no more be ignored since their behavior impacts the way they use the 
network resources and services. Thus, the future of networking systems lies on the 
better understanding of the way human behaves: The social norms and structure 
dictating their behavior will influence the way they interact with network services and 
demand resources. In this talk, I will present my works on this direction and on how 
the "human behavior" have been leveraged in a variety of networking solutions. 

Lecture V - Never Trust Your Graphics Card!     -
 (Thursday, July 13 – 09:00) 

Mark Silberstein (Technion – Israel Institute of Technology) 

Graphics Processing Units (GPUs) have become an integral part of modern systems, 
but their implications for system security are not yet clear. In this talk we will discuss 
our ongoing research in security of GPU-accelerated systems. Specifically, we will 
show that, in contrast to previous publications, GPUs cannot be used as secure co-
processors. Moreover, GPU themselves may serve a platform for running highly 
stealthy malware with unlimited access to system memory. We will describe two new 
attacks, one which modifies the GPU closed-source binary driver in OS kernel memory, 
and another one that infects the GPU firmware. Both attacks enable unlimited access 
to CPU memory, in addition bypassing IOTLB protection. We will also show several 
novel techniques for building stealthy GPU-native malware which rely on inherent 
software/hardware architecture of modern GPUs. The talk is self-contained, and will 
provide the necessary background on GPUs. 

 



 

Lecture VI - Analyzing Information Diffusion in Social Media                          
-- (Thursday, July 13 – 10:30) 

Peter Fischer (University of Freiburg) 

Modern social media like Twitter or Facebook encompass a significant and growing 
share of the population, which is actively using it to share messages. Given this broad 
coverage of the world as well as its fast reaction times, social media acts as a powerful 
social sensor, while activities originating on social media can also have significant 
impact on the physical world. Information Diffusion, describing where and by whom 
a particular piece of information has been created, how it has been propagated and 
whom it may have influenced, has recently gathered considerable interest in research 
and practice. Analyses of information diffusion can (for example) be applied to assess 
the relevance and truthfulness of messages in social media, given the current media 
frenzy on fake news). Yet, most of the research on information diffusion is centered 
on complex models with offline computations, making them unsuitable for real-time, 
large-scale analyses. Our ongoing work focuses on developing algorithms and systems 
to trace and analyze the spreading of information in social media that produce large 
scale, rapid data. In order to do so, several technical challenges need to be addressed, 
among them applying iterative algorithms on high-volume/high-speed streams and 
low-latency access to very large graphs. 

Lecture VII - Efficient OS Services for SGX Enclaves --           
 (Friday, July 14 – 09:00) 

Mark Silberstein (Technion – Israel Institute of Technology) 

Intel Software Guard eXtensions (SGX) enable secure and trusted execution of user 
code in an isolated enclave to protect against a powerful adversary. In this lecture we 
will focus on the mechanisms that enable enclaves to use OS services, such as memory 
paging and system calls, and will analyze their performance. In particular, we will 
show that running I/O-intensive, memory-demanding server applications in enclaves 
leads to significant performance degradation, and will thoroughly analyze the main 
reasons for such slowdown. 

We will show how to mitigate these problems using Eleos, an in-enclave runtime 
system which enables efficient system calls and exit-less paging in enclaves. Eleos 
introduces a novel Secure User-managed Virtual Memory (SUVM) abstraction that 
implements application-level paging inside the enclave. SUVM eliminates the 
overheads of enclave exits due to paging, and enables new optimizations such as sub-
page granularity of accesses. We thoroughly evaluate Eleos on a range of 
microbenchmarks and two real server applications, achieving significant system 
performance gains. 



 

Lecture VIII - Mechanisms for QoS-Aware Cloud Infrastructures 
--            (Friday, July 14 – 10:30) 

Andrey Brito (Universidade Federal de Campina Grande) 

Cloud platforms are currently the default hosting environment for a large variety of 
applications, from big data processing to web applications. Nevertheless, in all those 
cases, the resource needs of the applications may vary. If this, often intrinsic, load 
variation is coupled with some quality of service requirements, special mechanisms 
must be used to properly adapt the cloud resources used. In this talk, we will discuss 
mechanism that enable a QoS-aware infrastructure. These mechanisms have been 
investigated in the EU-Brazil BIGSEA project and include monitoring approaches for 
applications and infrastructures that make it possible to detect potential issues, and 
actuation approaches to adapt the infrastructure, including vertical and horizontal 
scaling approaches. We will not only discuss existing approaches to address the 
problem, but also challenges and limitations of existing solutions, which can reveal 
potential research directions. 

 

 

 

 

 

 

 

PhD Workshop Schedule 
 

SESSION I – Tuesday, July 11, 11:30-12:30              (Chair: Emanuel Onica - UAIC) 

 Automated Analysis of Possible Malware Applications  
Vlad  Crăciun (UAIC, BitDefender) 

 Malware Detection using Genetic Algorithms 
Nicolae Postolachi (UAIC, BitDefender) 

 Abstractions and Model Checking for Malware Detection  
Dumitru Bogdan Prelipcean (UAIC, BitDefender) 

 Next Generation of Memory Management in Symbolic Execution  
Martin Nowack (TUD) 
 

 



 

SESSION II – Tuesday, July 11, 16:15-17:30           (Chair: Etienne Rivière - UniNE) 

 Unclonable Pervasive Human Authentication Protocols  
Cristian Hristea (UAIC) 

 Attribute-Based Encryption 
Anca Maria Nica (UAIC) 

 Identity Based Encryption Schemes Based on Gap 2k-Residuosity 
Assumption 
George Teșeleanu (UAIC) 

 SafeFS: a Modular Architecture for Secure User-Space File Systems  
Dorian Burihabwa (UniNE) 

 Dynamic Network Security for Software-Defined Agile Edge Clouds  
Amr Osman (TUD) 

 

SESSION III – Wednesday, July 12, 11:15-12:30              (Chair: Pascal Felber - UniNE) 

 Coding for Distributed Storage Systems: from Theory to Applications 
Roberta Barbi (UniNE) 

 Adaptation and Interoperability for Overlay-Based Systems 
Raziel Carvajal  Gómez (UniNE) 

 Distributed Genetic Algorithms 
Radu Gabriel Păstrăvanu (UAIC, BitDefender) 

 Performance Prediction for a Fully-Concurrent Transactional Java GC 
Maria Carpen-Amarie (UniNE) 

 Towards the Transfer Learning - Finding the Best Dimensionality for 
Romanian Word Embeddings 
Petru Rebeja (UAIC, Centric) 

 

SESSION IV – Thursday, July 13, 13:45-15:15             (Chair: Christof Fetzer - TUD) 

 Systems Support for Trusted Execution Environments 
Bohdan Trach (TUD) 

 Towards SGX Protection for Microservice Applications 
Franz Gregor (TUD) 

 Varys - Protecting SGX Enclaves from Practical Side-Channel Attacks 
Oleksii Oleksenko and Robert Krahn (TUD) 

 Leveraging Intel SGX for Secure Communication And Processing in 
Distributed Systems 
Rafael Pires (UniNE) 

 EndBox: Scalable Middlebox Functions Using Client-Side Trusted 
Execution 
Sébastien Vaucher (UniNE) 

 



 

Directions 
 
Train station to hotel: 
 

            
 
Grand Hotel Seeschlösschen SPA & Golf Resort 
Strandallee 141 
23669 Timmendorfer Strand 
 

 



 

 
 
 
 
Hotel to Café Wichtig (location for Wednesday dinner): 
 

 
 

Café Wichtig 
Strandallee 134a 
23683 Scharbeutz 
 

 
 
 



 

 
Organizing Committees  
 

GENERAL CHAIRS 

 André Martin (TUD) 
 Etienne Rivière (UniNE) 
 Emanuel Onica (UAIC) 

 

LOCAL ARRANGEMENTS 

 André Martin (TUD) 
 Martin Nowack (TUD) 
 

PUBLICITY 

 André Martin (TUD) 
 

PHD WORKSHOP CHAIRS  

 Emanuel Onica (UAIC) 
 Etienne Rivière (UniNE) 
 Pascal Felber (UniNE) 
 Christof Fetzer (TUD) 

 

PHD WORKSHOP PROCEEDINGS  

 Emanuel Onica (UAIC) 
 Nicoleta Armanu (UAIC) 
 
 

 

 

 

 

See You at EBSIS Summer School 2018! 
 
 


