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Newsletter No. 3

EBSIS in 2018

Dear Readers,

This is thethird issue of ou EBSIS newslettecontaininglatest
information andupdates aboutour projectactivities and results
obtained so far.

The EBSIS project aims raising the research profile of the
initiating institution, Faculty of Computer Scienddniversity
Alexandru loan Cuza ofdaRomania, by extending the ground
base for, and strengthening a new research fieldent based
systemg; security, dependability and scalability

During the threeyear project, the consortium partners will
collaborate on various activitiesfrom shortterm staff
exchanges to the orgamtion of training events and
participation to scientific conferences.

EBSIS Team
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Presentation of the project
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Horizon 2020 work programmand in particular the scope of Twinning actions

Theobjective of the project is tatimulate the scientific excellencand to strengthen the researcl

activity of the Faculty of Computer Science withif’ A S NEA G G S | f SEF Yy RNHz L
Romania, by creating a collaboration link wititee internationally leading research institution:
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EBSIStarted toraise the research profile of the initiatingstitution, Faculty of Computer Scienc
UAIC, Romania by extending the ground base for, and strengthening a new research field
based systemg security, dependability and scalability.

The projecimpactwill be visible at multiple levels:
v extending the area of knowledge for senior students through specific training,
v strengthening the expertise of senior research staff and
v increasing the networking of the initiating institution through outreattions

Advanced
specialization
actions

QOutreach
activities

Primary training
actions

Mm'a
H& M)@ Q
A Sach

senior Bachelor and PhD students and external audience,

Master students established researchers Phl_:l students and
established researchers

The specific types allaboration actionsncluded in the proposal involve
multiple categories of personnel in the initiating institution that will benefit fro
the action as targeted audience, fro students enrolled in the educati
programme to established researchers.


http://ebsis.info.uaic.ro/doku.php?id=structure

Block Lectures

In the third year of the project, the block lectures series continued Viiith sessionsA first lecture
discussed multicore programming, and in particular techniques that are widely used nowad
achieving vertical scalability of computer applications. Followimg interest observed in the
second year of the project, a second block lecture session was organized on the topics ¢
compression, which lies at the intersection of all the three areas of interest of the project. A
lecture consisted of a fundaméal course on event based systems dependability that was hi
appreciated by the previous two series of master students. A fourth lecture targeted the eme
area of blockchain technologies in the context of their distributed nature and security.tiait
order to bring closer also the information retrieval research groups in the partner institutiot
fifth lecture was oriented on natural language processiagesearch direction that has strong tie
with event based processing, multiple emergingsteyns relying on intelligent retrieval c
information from human communication such as data streams of tweets.
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As before all the organized lectures were integratec
within the master studies curriculum of UAIC an
UNINErespectively, but the attendance included als
senior bachelor students who were interested in tl
discussed topics. Condensed sessions of not I
than two days were planned to allow integrating the:
ithin the academic schedule of the students.

Multicore Programming v Data Compression from Shannon t
Martin Nowack(TLD) Facebook
_ Date:March 2122, 2018 _ Dr. Hugues Mercier (UniNE)

_ Dates:May 1516, 2018
Introduction to Event Based System

Dependability v Bitcoin, the Blockchain and Beyond
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Dates:May 34, 2018

Dates: May 9, 2018

Introduction to Natural Language Processing
Assoc. Prof. Diana Trandat@JAIC)
Date: Septembek6, 2018

Multicore Programming lecture session

A fdlow-up of the high student interest observed for the blockchain technolog
ecture wasconsidering tantroduce a permanent lecturecovering the distributed anc
ity aspects of this topic in the curriculum of UAIC for the following academic y:



Scientific Seminars

Eight scientific seminarswere organized during théhird year of theproject at the site of UAIC,
including presentations given by staff members and PhD students of UNINE, TUD and UCL.pa

The seminars addressed a variety of topics related with the technical field of the project as v
correlated areas of interest.

The seminars wergublicized in the host institution to department staff and students mailing li
having attendees in both categories. The focus was, however, mostly set on advanced re
topics targeting especially the academic personnel and senior students.

We categorize as close as possible the presentations within the main three targeted dires
corresponding to the project tasks:

_ Scientific seminars targeting scalability aspects
_ Scientific seminars targeting dependability aspects
_ Scientific seminars targety security aspects

However, we note that many of the talks fit at the intersection of different research directions
topics being chosen also according to the interest of the audiences.

Scientific Seminarsrgetingscalability aspects

v Measuring the Impact of Indirect WA
Rouing for GeeReplicated Storage o
European MicreClouds

Prof9 A SYy UOBA A S NB o
Date:May 9, 2018 e

e

v Taming Tail Latencies in Kewglue
Stores under Heterogeneous Workloat

_ Vikas Jaima(UCL
Date:November 28!, 2018

v Uncore Frequency Impact on
Performances and Energy
Consumption

wS YA SUdeiNE)y 3
Date:November 229, 2018

Measuring the Impact of Indirect WAN Roui
Replicated Storage on European N
Scientific Seminar g




Scientific Seminars

Trusted Execution Environments for Priva@serving Cloud ApplicatiogsScientific Seminar at UAIC

Scientific Seminansrgetingdependability aspects

v Symbolic Execution: Revisiting the Sol v Erasure Coding for Distribute
Chain Storage Systems
Martin Nowack(TUD) _ Roberta Barb{UniNE)
Date:March 229, 2018 _ Date:November 28!, 2018

Scientific Seminarsrgetingsecurityaspects

v Trusted Execution Environments f v SCONE: Secure Container Technolog
Privacypreserving Cloud Applications Secrets Management Tutorial within

_ Prof. Pascal Felb@UniNE) EDCC 2018 conference

_Date:March 21st, 2018 _ 5NX¥ ! yYRNBD)al NIAYy o¢

_ Date:September 11th, 2018
PubSubSGX: Exploiting Trusted Execution Environments for RRvasgrving Publish/Subscrit
Systems
Dr. Valerio SchiavouniNg
:November 22nd, 2018



Advanced Specialization Sessions

Joined ' UCIUAIC seminar sessions

One advanced specialization session was organized at the site of UCL, the new consortium partne
third year of the project. This followed similar organization structure as in the previous years, by inv
multiple UAIC researchers over a shorter period of time.

The form that was preferred was organizing a series of joined seminar sessions between UAIC ¢
members, which provided the opportunity of getting acquainted with the research directions of thaise

staff in the two institutions.

The sessiorwas followed by individual meetings between researchers for discussing possible col
themes of interest and future collaborations. These included also meetings with researchers in UCL \
on complementay topics such as natural language processing. Five staff members and two PhD si
were part of the UAIC delegation. We detail in the following the agenda of the joined seminar sessior

Three seminar sessiornwere organized as part of the advanced spkzation visit of the UAIC deadation
to UCL, covering three different areas of interest, including seven presentations given by UAIC m
and five given by UCL members. In addition a keynote talk was invited from University of Namur, one

universities in Belgium that are part of the same local association as UCL.

External specialization and networking
sessions

Seven external events were attended in tt
third project year by four PhD students ar
three ofthe senior researchers of UAIOne
senior researcher of TUD was also pres:
at one of these eventsThe events were
scientific conferences where in most cas
the attendees also disseminated late
results elated to the project.

The participation provided the opportunity
for attendees to find out about lates
research advancements antb increase
networking, of greatimportance in respect
to undertaken exploitation, such a
initiating application to new gras.

UAIC presentation at the DEBS conferg




Co- supe rvision of masteritheses

Improvement of the dissemination layer of cryptocurrencies using novel dissemination
algorithms(proposed by UniNE)

Every cryptocurrency and distributed ledger based on blockchains has a communication layer t
disseminate the transactions @l the members of the network. This communication layer typically L
gossipbased algorithms that propagate information in a random fashibinis thesis topigroposes to
study the implementation of the dissemination layers of popular distributedgers (e.g., Bioin,
Ethereum or Hyperledger), to modify thensing more efficient algorithmand to test the performance
and security of the resulting changes using simulations and, even bettenyvoell historical traces.

Attacks on Trusted Execun Environmentgproposed by UniNE)

With the emerging of cloud computing, security concerns have grown in importance. Since sensitiv
and data may be transferred to potentially hostile environments (e.g., Awmitant third party
infrastructure provier), measures must be taken to ensure systems' dependabliitisted execution
environments have been put into evidence, particularly in sesoale commodity hardwaréNith the

purpose of assessing such systemigs thesisaims at developingf a set ¢ attacks (e.g., contreflow

hijacking, cache and siddannel attacks) andiscoverfurther action to prevent such security threats.

Blockchain benchmarkin¢proposed by UCL)

The context of blockchainkas gained a very strong momentum following the success of the Bit
cryptocurrency. It is not always easy for a developer of a novel blockblaaed application to decide
which blockchain or which blockchain configuration is, or is not appropriatédoiproject. The goal o
this thesis is to make a step towards a better understandability of the performance implicatic
choosing one blockchain implementation or another.

The consortium partners proposed a variety A Promising advancement was registered by |
topics for attracting studentsowards research in date of writing of this deliverable in all thre
the area of the project. Three studeni Cases. In particular, for the"2topic ¢ Attacks on
manifested interest in the project topics durin TEES- a research paper including a significa

the 3rd year of the project and new maste contribution of the student is already in
theses cesupervisions were started. preparation to be submitted to a top conference.

All the three students traveled to the partne Due to their late Starting da.te, the finalization «
ited for extendedvisits during which the work Cco-supervision and defence of all the three mast
e topics was started and initial guideline theses is expected to happen after the end of t

Regular periodical meetings we EBSIS project. However, the consortiumtipens
r their return and their progress involved will remain committed to a successt

completion of the cesupervisions, relying on thei
selffunding for this purpose.



EBSIS"Summer School

Thethird summer schoobf the EBSIS projeétttp://ebsis.info.uaic.ro/school201Bwas organized by
UniNEin in Villarssur-Ollon, between the 9th and the 13th of July 2018. As in the previous sun
schools, the purpose of the event was both inciagsthe expertise and the interest of the attende:
on the technical area of the EBSIS project, and enhance networking between members of tr
project partners, as well as external experts working in the technical field of EBSIS.

The event had two tracks:

one main trackincluding presentationsgiven . & doctoral workshopthat included
by experts in the area of event based syste presentations  given by  Phi
and correlated topics and students about their Ongoing work.

The main technidaprogram of the EBSIS Summer School 2018 included eight presentations.
offered a the opportunity to the audience to gain a wide view on latest research in topics both clc
the main technical field of interest of the EBSIS project, as well asraplementary areas

Queuing Models for Optimizing Performance of Deep Neural Network Serving presentation session

The attendance of the third summer school reached a peak of 42 participants, more than theupr
two editions. 15 of the participants were academic staff of the four project partners and 27 wer
students. There was no external participation in the summer school besides the attendees
with the EBSIS consortium.

The PhD workshop wasalanced among partners, with slightly more attende
coordinator institution. The gender split in the doctoral workshop participadi
students and 4 female PhD students


http://ebsis.info.uaic.ro/school2018
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EDCC is an annual itinerating event be
supervised by an international steering committs
of experts, which is ofmajor importance in the
field of dependable and secure systengsvering
two of the three mairtechnical niches targeted b
the EBSIS project.

The conference has a long tradition, its fii
edition taking place in 1994The conference
featured multiple tracks of presentations careful
selected following peereview by an international
program commttee formed of external experts.

The conference included also tvadfiliated events
hosted by UAIC and planned inyernational

ependable Computing
Conference O EDCC 2018

committees, one of which again has a so
history of previous editionsSERENE 2018: TI
10th International Workshop on Softwar
Engineering for Resilient Systeraad a first
editon a Workshop on  Blockchai
Dependability.Both events are closely relate
with the areas of interest in the EBSIS project.

The conference agendaincluded also two
tutorials, one of which orgaized by TUDAIl the

events were publicly advertised, reachingiae

international attendanceand creating multiple
networking opportunities and raising the profil
of the host institution.

Closing Session of EDCC 2018

A total of 69 participants attended the event, including members of project partardsexternal participants.
The attendance covered a wide geographical range spanning 12 countries and more than 30 insti
gading gender balance we also observed a positive impact, having 15 female attendees out of th
r, which is a good ratio for a technical confereiwfe. consider the positive outcona the conference to
rtant step for the host instituth in its development in the project area, as well as a confirmatiot
organize events with a significant international outreach in the future.



3ro”BalkanCryptSec Conference

Following the high interestluring the project duration towards the security niche of the target
technical field, the coordinating partner in the EBSIS consortium, decided to offer limited su
(mostly covering promotional materials) to organizing one additional event, whichthea®® edition
of the BalkanCryptSec conference. BalkanCryptSec is a conference focusedetming security
research in the Balkan regiprwhere many of the widening states covered by the Twinn
programme are located.

BalkanCryptSec is an interratal conference on cryptography and information security initiatec
2013 in Sofia (Bulgaria). It aims to provide a forum for discussions on current topics in cryptor
and systems security. The first two editions, organized in Turkey (2014) andi8I{®@b), attracted
good submissions from all over the world.

The third edition of BalkanCryptSec was organized in lasi (Romania), on Septeritier 22138.
Compared to the previous editions, this new edition came with extended topics, covering
hardware implementations and system level security for the new emerging standards and applic
(such as 10T, 5G, Automotive security).

BalkanCryptSe2018 had 30 attendees beside
the invited speakers, 10 from the hot
institution and 20 external participants. Th
international coverage for an event of this si:
was good, spanning participation from
countries and more than 10 differen
institutions.

Also, in respect to gender balance, tt
conference had a consistent fema
participation counting 10 of the attendees
showing promising involvement in this technic
field.
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Ten papers were accepted to be presented
the conference sessions following peeview.
The program also includetree invited talks.
In the following we provide the concise agen
of the event. The complete program can t
accessed on the public website of tr
conference.

Besides the EBSIS project BalkanCryptSec
was supported by a consistent number of oth
partners, including both academic associatio
and companies, drawing also interest from tt
private sector.




